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Terms and Acronyms

The following table defines abbreviations used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym Definition

CA Central Authority (Zscaler)

Ccsv Comma-Separated Values

DPD Dead Peer Detection (RFC 3706)
GRE Generic Routing Encapsulation (RFC2890)
IKE Internet Key Exchange (RFC2409)
IPSec Internet Protocol Security (RFC2411)
PFS Perfect Forward Secrecy

PSK Pre-Shared Key

SSL Secure Socket Layer (RFC6101)

XFF X-Forwarded-For (RFC7239)

ZIA Zscaler Internet Access (Zscaler)
ZPA Zscaler Private Access (Zscaler)

©2022 Zscaler, Inc. All rights reserved. 4
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Trademark Notice

© 2023 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)

registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.
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About This Document

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100%
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or
hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform
that protects thousands of enterprises and government agencies from cyberattacks and data loss. For more information
on Zscaler, see Zscaler’s website or follow Zscaler on Twitter @zscaler.

IBM Overview

IBM (NYSE: IBM) looks to be a part of every aspect of an enterprise's IT needs. The company primarily sells software,

IT services, consulting, and hardware. IBM operates in 175 countries and employs approximately 350,000 people. The
company has a robust roster of 80,000 business partners to service 5,200 clients—which includes 95% of all Fortune
500. While IBM is a B2B company, IBM's outward impact is substantial. For example, IBM manages 90% of all credit card
transactions globally and is responsible for 50% of all wireless connections in the world. To learn more, refer to the IBM
Security Verify website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

Zscaler Resources
IBM Resources

Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of Zscaler's software.

Request for Comments

For Prospects and Customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler Employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2022 Zscaler, Inc. All rights reserved. 6
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Zscaler and IBM Introduction

This section contains overviews of the Zscaler and IBM applications described in this deployment guide.

ZIA Overview

ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of it as a secure internet on-ramp—
all you do is make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).

Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Browser Isolation, allowing you to start with the services you need now and activate others as your
needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible

to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name and Link Description
ZIA Help Portal Help articles for ZIA.
Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help Zscaler

determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.
Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.
ZPA Help Portal Help articles for ZPA.

©2022 Zscaler, Inc. All rights reserved.
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IBM Security Verify Overview

Organizations need unified identity repositories and policies to deliver cloud transformation and IT modernization, while
enabling a remote workforce and increasing user productivity and security. Simultaneously as consumers pivot faster

to digital channels, these same organizations need to provide a consistent, secure, and frictionless experience across
channels to their prospects, customers, and citizens.

IBM Security Verify protects users and applications both inside and outside the enterprise, while enabling technical
agility and operational efficiency as a cloud-native solution. Beyond single-sign on and multifactor authentication, IBM
Security Verify is a modernized, modular IDaa$S that provides deep Al-powered context for risk-based authentication and
adaptive access decisions, guided experiences for developer time-to-value and comprehensive cloud |AM capabilities.
From privacy and consent management to holistic risk detection and identity analytics, IBM Security Verify centralizes
workforce and consumer |IAM for any hybrid cloud deployment.

IBM Resources

The following table contains links to IBM support resources.

Name and Link Description

IBM Security Verify product documentation Online help for IBM Security Verify.

IBM Security Verify developer guides Online help for IBM developers.

IBM Community Forum IBM community forum webpages.

IBM Support IBM support portal for submitting requests and issues.

©2022 Zscaler, Inc. All rights reserved. 8
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ZIA Configuration

To allow user provisioning in IBM Security Verify, follow these steps to generate the SCIM URL and token.

1. Login as an admin user to your ZIA Admin Portal using the following URL:
https://admin.zscalerbeta.net

LOGIM ID PASSWORD

@5>zscaler o | e —

Remamber my Login (0 W English (US) ~

New Features Available

Your cloud was upgraded and a variety of
enhancements are now

[ LeanMore

Figure 1. Login to ZIA Admin Portal

2. Go to Administration > Authentication > Authentication Settings.
% Settings

My Profile Advanced Sattings
Company Profila BLP Incigent Recelver
Al Partner Integrations

Print Al ‘5aas Application Tenants

& Authentication

Administrater Management
Usar Managament Rol Managemant
Audit Legs

EBackuj

Bandwidtl
Static IPs & GRE Tunnels Time Intervais
Hostad PAC Filas End Usar Hotifications

Tenant Profiles

[AP Dictignaries & Enginas

Figure 2. ZIA authentication settings
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https://admin.zscalerbeta.net

ZSCALER AND IBM VERIFY SSO DEPLOYMENT GUIDE |

3. For the Authentication Type field, select SAML.

4. Click Open Identity Providers. The Identity Providers tab is displayed.

5. Click Add IdP (or select the identity provider that you want to modify and click the Edit icon).
6. Provide the following details in the Add IdP window:

a. For the General Info section, specify the following settings:

i. Name: Provide a name for your identity provider configuration.

ii. Status: Select Enabled.

iii. SAML Portal URL: https://xxxxx.verify.ibm.com/saml/sps/saml20ip/saml20/login
iv. Login Name Attribute: Provide the login name attribute as NamelD.

v. Entity ID: The name of the Zscaler cloud.

vi. Org-Specific Entity ID: Enable if you have more than one organization instance on the
same Zscaler cloud.

vii. IdP SAML Certificate: Upload the certificate which you can download from IBM Security Verify.

viii. Vendor: Select Others.
b. For the Criteria section, specify the following settings:

i. Locations: Select a value from the drop-down menu based on your requirements.

ii. Authentication Domains: Select a value from the drop-down menu based on your requirements.

Add IdP X

GENERAL INFO

Name Status

New Prod @ Enabled Disabled
SAML Portal URL Login Name Attribute

https:/ - - <'ify.iom.com/sa... NamelD
Entity ID Org-Specific Entity ID
zscalerbeta.net Enabled @ Disabled

IdP SAML Certificate IdP SAML Certificate Expiration Date
cic_certificate.pem  Upload July 25, 2030
Vendor Default IdP
Others v © Disabled
CRITERIA
Locations Authentication Domains
None ~ [ JWeeh v

Figure 3. Add IdP window

©2022 Zscaler, Inc. All rights reserved. 10
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¢. Inthe Provisioning Options section:

i. Enable SAML Auto-Provisioning: Disabled.
i. Enable SCIM Provisioning: Enabled.
iii. Copy the Base URL.

iv. Click Generate Token to create a bearer token, and copy it.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
® x
Base URL

https: /P - t/3530270/43933/scim

Bearer Token

G = T 7 CCsM90cSfCreQTMPEUACksOyNQpxLQ==

Generate Token

Figure 4. Provisioning options

7. Click Save.

8. In order to apply the new changes, logout from the ZIA Admin Portal. Changes won't start until you logout.

©2022 Zscaler, Inc. All rights reserved. 11
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Configure Zscaler Application in IBM Security Verify

The following sections describe configuring Zscaler in the IBM Security Verify application.

Create or Update Zscaler Application
1. Login to IBM Security Verify as a tenant admin.

2. Go to Applications page, then click Add application.

Applications
Total applications Enabled SAML 1114 Accaunt |ifecycle enabled Bookmark
74 74 67 0 74 7
Tipe Nams G Enalsled Aczount lifecycle

Figure 5. IBM Security Verify Applications

On the Select Application Type dialog, enter Zscaler into the search box.
When displayed, select the Zscaler application and then click Add application.

On the Add Application page, leave Zscaler as the Company name.

o vk~ ow

Enter the Zscaler cloud portal name (it is part of the URL: https://admin.<myCloudName>) as the value
for Cloud name.

Add application
(.,) Zscaler
m Zscaler
General Sign-on Account lifecycle
Seitings Benabicd
Blshow on launchpad

Dascription
A cloud-based security as a service platform

Company name*

Bascription

Zscaler »
A cloud-based securily &8 & service platiorm

Cloud name*

default

Application owners m

Mo application owner

Figure 6. Zscaler application
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Configure Sign-On
1. Go to the Zscaler Sign-on tab. Follow the on-screen instructions.

2. In another browser, login to your Zscaler account as an admin user. The URL varies depending on your Zscaler cloud,
but looks like: https://admin.<Zscaler Cloud>.

3. For the Authentication Type field, click Open Identity Providers. The Identity Providers tab is displayed.
4. Select the previously created identity provider and click the Edit icon.
5. For the Service Provider (SP) Options section, specify the following settings:
a. Sign SAML Request: Enable this option (If you want to sign the SAML request).
b. Signature Algorithm: Select SHA-2 (256-bit).
c. Request Signing SAML Certificate: Select a certificate from the drop-down based on your requirements.
d. SP Metadata: Click this to download Zscaler metadata.
e. SP SAML Certificate: If Sign SAML Request is enabled, click this to download Zscaler certificate.

SERVICE PROVIDER (SP) OPTIONS
Sign SAML Request

Signature Algorithm

[ SHA-1 (160-bit) @ sHA-2 (256-bit)

Request Signing SAML Certificate SP SAML Certificate Expiration Date
Movember 16, 2022

saml_2022 v
SP Metadata SP SAML Certificate
& Download Metadata & Download Certificate

Figure 7. Service Provider options

6. In order to apply the new changes, logout from ZIA Admin Portal. Changes won't apply until you logout.

©2022 Zscaler, Inc. All rights reserved. 13
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Configure Account Lifecycle
1. Go to the Zscaler Account lifecycle tab.

2. Enable the provisioning and deprovisioning. Zscaler allows Suspend account and Delete account (with a Grace
period) as a Deprovision action.

Add application

(9 Zscaler
[O]

Zscaler
General Sign=on Account lifecycle Account gync
Palicies
Set the policies for provisioning and deprovisioning accounts.
Provision accounts @ Enabled (%
() Disabled @
Deprovision accounts @ Enabled

() Disabled @

Grace period (days) —
30

Deprovision action
Delete account ~

Figure 8. Zscaler policies

3. Scroll down to the APl authentication section.
4. In the SCIM base URL field, enter the SCIM URL that you generated earlier.

5. In the Bearer token field, enter the token that you generated earlier.

APl authentication
APT authentication infarmation about the application,

SCIM base URL®
https:/fscim1.private.zscaler.com/scim/1/144131012882858114/v2

ovide the SCIM URL of your application.

Bearer token®
......................................................................................| @&

Figure 9. APl authentication

6. Click Test connection to confirm the settings.

7. Confirm that connection successful message is shown. If not, verify that SCIM base URL and Bearer token are
entered correctly.

©2022 Zscaler, Inc. All rights reserved. 14
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8. Scroll down to the API Attribute mapping section and set the following:
given_name = displayName

a
b. preferred_username = userName

0

given_name = name.givenName

o

family_name = name.familyName
e. email = Email
Leave the other attributes as-is.

Attribute mapping

Map the attributes that are used to provision accounts in the target application.

Verify attribute Transformation Target attribute Keep updated

Choose from existing attributes Transform the value Attribute name in the target app
given_name X None X - displayName O ]
preferred_username X v None X - userName O m|
department X oW None How —= department ®ow O m
given_name X W None X w — name.givenMame X v E ]
family_name ® o None % v — name.familyName X v O ]
email X None X v - Email ® v O W

+ Add attribute mapping

Figure 10. Zscaler attribute mapping

Q. Click Save.

Define Adoption Policy for Account Synchronization

As the Zscaler connection is successfully tested, you must define the adoption policy in order to synchronize the
accounts with IBM Security Verify. In order to define the adoption policy, click the Account sync tab from the details of
the Zscaler application.

Add application

f; Zscaler

Zscaler_demo_24thJune

General Sign-on Account lifecycle

Adoption policy

Specify how the account sync operation finds an account”s owner in IBM Security Verify. Select at least one attribute pair for the accounts to be adopted.
All of these must be true

+ Attribute pairs

Figure 11. Account sync tab

©2022 Zscaler, Inc. All rights reserved. 15
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1. Click + Attribute pairs to add the attribute rule to match the users from Zscaler with the existing users in IBM
Security Verify. Define the rules as:

userName = preferred username

Add application

f Zscaler

Zsraler_demao_24thlune

General Sign-on Account lifecycle Account sync

Adoption policy
Specify how the account syne operation finds an account’s owner in IBM Security Verify. Select at least one attribute pair for the accounts to be adopted.

All of these must be true

Target attributes IBM Security Verify attnbutes
userName = preferred_username [l
+ Attribute pairs

Figure 12. Zscaler Add Application window

2. Click Save.

©2022 Zscaler, Inc. All rights reserved. 16
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Define Entitlements for the Application

Define the entitlement for users and groups that should get access to this application. When you saved application, the
Entitlements tab displays:

1. On the Entitlements tab, select the radio button for Select Users and Groups, and assign individual accesses.

2. Click Add.
Applications [ Details
(9 Zscaler
& Zszaler_dema_ZdthJune

General Sign-on Account lilecycle Account sync Entitlernents

Access Type

) Austernatic access for all psers and groups

) Approval required for all users and groups

@ Select users and groups, and assign individual accesses
Approvers - select al least one

[Juser's manager

Capplicaticn aw e

- . “

Mame Date Assigned fustomatic Access

A2 Zscalar Usar Group 6/24/2021 @

Figure 13. Zscaler Applications/Details window

3. On the Select User/Group dialog, search for Zscaler User Group (this group must have been already
created by admin).
4. Select Zscaler User Group and click Add.

5. Click OK.

Select User/Group

Q) Zscaler
Matching Items (1) Selected Items (1)
gg Zscaler User Group .lglro1 Zscaler User Group
Add
Remove
Add new user

Figure 14. Select User/Group dialog

©2022 Zscaler, Inc. All rights reserved. 17
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Zscaler Provisioning Use Cases

After the Zscaler application is successfully configured, the tenant admin can synchronize the Zscaler account data with

IBM Security Verify.

Account Synchronization with Zscaler
1. Login to IBM Security Verify as tenant admin.

2. From the admin console, go to Applications.
3. Select Accounts from the three dot action menu for the Zscaler application.

% 9% 88 0

Ty [ T Enablad Account Ifecycle

L= TScalur_ deme,_24thIuna Enablad a8

Mems perpage 50 1-1of 1 item

Figure 15. IBM Security Verify accounts
4. Click Start account synchronization.

Tonal accounts Compliant MNonscompliant Unmatchid Orphane
43 4 2 37 0

= Filters

Usar

oa_zia_test_

Figure 16. Start account synchronization
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5. In order to monitor the account synchronization, go to the Governance menu and click the
Account sync tab

Cerlificalion campaign: Operation results Account syme

= Filtars
o : m
Typn Application name Status <L Endtime
[ ~] Z5cales_dema_ZathJune Completed
o trsc i i satins Jun 24, 2021 un 24, 2021
=Y 25cales_dama_24thdung Complated AL EEA [T el

Figure 17. Account sync tab

6. Click the row on which you must see the details. The account sync details are opened in the right-side pane and
provide the summary of various accounts fetched from the Zscaler.

Governance
Summary =
Certification campaigns Operation results  Account sync
P——— Statiss
Compleins o
= Filters
QuZSeatr deme, 21thne : m ot
Seconciation 10
Trpe Application name Status. Start time W Endtime F9491cET-99c-4850-200f-B602c8d71Ta1
Jun 24, 2021 Jun 24, 2021
: Z5caler_demo_24thduns sy , , 25caler_demo_24thJune
=) Scaler_deeno_24thd amaleted e 2:09 BW 1T
[ =] Z5caler_demno_2dthdune Cingledsd .l.uj-;:.‘lzll;zr: oot
Compliant 4
tems perpage 25 1-2 of Zotems ot 1 page Non-comgpliant 2
Unmatched k)
Fadled o

Figure 18. Account details

E Account sync rule: Accounts are matched on the attributes mapping defined in the Define Adoption Policy for
Account Synchronization of the application window. So, the admin must define attribute mapping carefully.

©2022 Zscaler, Inc. All rights reserved. 19
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New User Provisioning to Zscaler

Create a new user in IBM Security Verify and make sure they can login.

Create New User
1. Login to IBM Security Verify tenant as an administrative user.
2. From the admin console, go to Users & groups.
3. Click Add user.
4. Create a user. You can create any user you like (as long as it doesn't clash with existing ones). For example:
Identity Source: Cloud Directory.

User name: zscaleruserOl@ex.com (use the domain name that is registered or associated with the Zscaler
identity provider).

Given name: User01.
Surname: Zscaler.

Email: a valid email address.

Add user

Basic user profile

Given name

User01
Middle name (optional)
Surname
Zscaler
User name
zscaleruser(]E dn—
External 1D {optional)

Preferred language (optional)

User information

“

Figure 19. Add user dialog
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5. Click Save, which creates the user and displays the new user in the Users table.

Users & groups

e . m

O weer Enabisd Linkesd idantrties Oets erwates Lass Ingin. +

Wserl Zaoaker
[ srsiwansrhwahel com

Dems cerpage 50 ¥ 1-loflite o 1 page

Figure 20. New user

Test that the New User Can Login

The new user gets the initial password via email. Go to your email client of the newly created user and look for an email
indicating a user has been created.

Admin Prod EU01a admin@prod-eu01a.com via iam.ibm.com
tome =

IBM Security Verify

Your account was created.

Your temporary password is: kMD~7$cS
After you log in, you must change your password.

Click the link to log in: hitps:/ (e Ty, ibm com/ui

Figure 21. New user email

©2022 Zscaler, Inc. All rights reserved. 21
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1. Open a new browser session, copy the link from the email, and log in with the username and password from the
email.

2. When prompted, enter a New password and Confirm password, then click Change Password.

3. Validate that the user has access to the IBM Security Verify launchpad.

TBM Security Verify App center My requests

My apps

Sart by AZ

Q, What app are you looking for?

Mo applications are available

You do not have any apps configured at this time.

Figure 22. New user in IBM Security Verify

Provisioning Use Case

You have entitled the Zscaler User Group with Automatic access for the Zscaler application. In order to provision a new
Zscaler account for a newly created user, add the new user as a member of the Zscaler User Group. Adding a user to this
group triggers the automatic provisioning for the Zscaler account.

Add User to Group
Return to the IBM Security Verify admin console as the admin user. You might still have the window open from previous
steps.

1. Go to the Users & groups section and click the Groups tab.

2. Hover over the Zscaler User Group and click the Edit icon.
Users & groups

Users aroups

[m  Dabe ceated Darte modiiedt m

O Zsealer user Group un 24, 2091 Jun 28, 2021 2 @

Items sarpage 50

Figure 23. IBM Security Verify Users & groups screen

3. Click Add beside Group Members.

4. Search for the name of the new user.

©2022 Zscaler, Inc. All rights reserved. 22
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5. Choose the listed user and click Select. This moves the user to Selected users & groups.

X
Select users & groups
Q User01 X
Search results (1) Selected users & groups (1)
o User01 Zscaler o User01 Zscaler
M M shailesh.kathole@hcl.com
Select zscaleruser0l@persistent.com@clo

Remove

Add new user

Figure 24. Select users & groups screen

6. Click Done, then Save on the Edit Group dialog.
7. Return to the Users tab, hover over your new user and click the User Details icon on the right side.
8. Confirm the new user is in the Zscaler User Group under Groups.

UserOl Zscaler

Profile MFA settings Activity

User information & Security settings
Password last changed on June 24, 2021
Status Enabled
Reset passwaord
E e -—
Basic user profile Groups (1)
Zscaler User Group il
Full name User01 Zscaler
Given name Userl
Middle name _ Linked identities (0)
No linked identites
Surname Zscaler
User ID G1T000AXEM
User name zscaleruserll@persistent.com
Realm cloudldentityRealm

External ID —
Preferred language -
Email verified on -

Figure 25. IBM Security Verify user details
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Check that the User is Provisioned to Zscaler
Now that the user is added to the Zscaler User Group, Zscaler's automatic user provisioning is triggered by IBM Security

Verify.

1. From the admin console, go to Governance > Operation results tab.

Governance

Opseation resslls  Accoun! syn

Tpe Application nams Oiperation Account usemame Status Last updated +

=] Z5caler_demno_24rhlune Provsion account FscalenseL@oersistent com

Figure 26. Operations results tab

2. Validate the new user provisioning by logging in to the ZIA Admin Portal. Go to Administration > Authentication >
User Management.

& Settings

My Profile Advanced Settings

Company Profile DLP Incident Receiver

Dashboard
Alerts Partner Integrations

lﬂ Print All Policies SaaS Application Tenants

Analytics

& Authentication

Authentication Settings Administrator Management

Administration Role Management

Activation

Audit Logs

Backup & Restore

Figure 27. ZIA User Management

3. Look for the newly provisioned user.

User Management

Users Groups Departments
© rdduser X Downtoad @ import [ Sample Impert CSV Tle User ID or Name w  Userdl ®x Q
No. User D of Name &) User Display Name Groups Departrment Comments 5
1 zscaloruserdl@persistent.cam User0l £

Figure 28. Newly provisioned user

4. Validate the user details such as:
The new user is listed in Zscaler with the correct user name.

Other user attributes are created per attribute mapping rules.
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Check New User Can Access Zscaler via SSO
1. Access the SP init URL to Zscaler (http://gateway.your.domain/test).

2. Enter the User Name.

.

& Sign In

To keep you safe from internet threats, please sign in to your company's security service

User Name

Mpersistent.com
Sign In

Need help? Contact your IT support
A

\

Figure 29. Zscaler gateway login

3. Validate that user is redirected to IBM Security Verify for SSO.

4. Provide the User name and Password.

IBM Security Verify

Sign in with Cloud Directory

User name

G- o rsistent.com

Password Forgot password?

Figure 30. IBM Security Verify admin credentials

5. Verify that the user has access to Zscaler.

L C @ O & 185208 72.156/5 B @ Q search

0 zscaler The Cloud Security Company™

Cloud Performance Monitor Test @

ZEM 1P | 165.225.72.156
ZEN Mame || beta-fradb3-sme.gateway.zscalerbeta.net|
[Your External 1P || 106.220.205.132

[Your User Name |G persistent.com

Current Time [ 09:53 AM Friday 09 July 2021 UTC

e

Figure 31. Zscaler monitor test
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Deprovisioning Use Case

Test deprovisioning the user from Zscaler.

Remove User from Zscaler User Group
1. Return to the IBM Security Verify admin console.
2. Go to Users & groups and select the Groups tab.
3. Edit the Zscaler User Group.

4. Select the newly added user and click Remove.

x
Edit group
*
Name Zscaler User Graup
Description
e
Date created Jun 24,2021
Date madified Jun 24,2021
Group members Remave
Q.56 L Erour a
s}

persistent.com@cloudIdentityRealm

] send the end-user an email notification regarding this change,

Mote: Motification applies when the group's user membership is moditied, Motitication is not sent to nested
group members.

Figure 32. IBM Security Verify Edit Group screen

©2022 Zscaler, Inc. All rights reserved. 26



ZSCALER AND IBM VERIFY SSO DEPLOYMENT GUIDE |

5. Click Save.

6. Review the user details in the Users tab. Confirm that no groups are listed in the Groups section.

Users & groups

User01 Zscaler

Profile MFA settings Activity

User information

%

Status Enabled

Expiration date -_—

Basic user profile
Full name User01 Zscaler

Given name User0l

Middle name -

Surname Zscaler
User ID GL7000AXZM
User name zscaleruser0l@persistent.com

Realm cloudIdentityRealm

Figure 33. Users & Groups user details

Security settings
Password last changed on June 24, 2021

Reset password

Groups (0)
Mo groups

Linked identities (0)
Mo linked identites

The admin can monitor the user deprovisioning task by selecting the Governance > Operation results tab.

Governance
Operation resulis
Filtar
Type Applicatian name Operation
L =] Z5cated_doma_24ihJuns

Figure 34. Operations results tab

Check that the user has been removed from Zscaler:

Acoount usemams Status Last updated L

1. Return to the ZIA Admin Portal and search the User ID or Name.

2. Verify that no users are listed.

User Management
Users Groups Departments
O rddUser & Downlesd @ mport [ Samgle Imper: CSV e

No. User I ar Mame &) User Display Name Groups

Usar D ar Narmi ~  ugeril ® O

Department Comments :

Ne miriching ifems found

Figure 35. User Management tab
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Zscaler App Role Management Use Cases

Permission is managed through App Role Management where you can add a user to Zscaler groups. These groups are
fetched during account synchronization.

Assign User to the Zscaler Group Through Permissions
1. Login to IBM Security Verify as a tenant admin.
2. From the admin console, go to App Role Management > Permissions.

3. Filter your created Zscaler application and check the Zscaler groups.

=  [BM Security \

App role management

Roles Permissions

A list of permissian that are brought fram the target applications after the account synchranzation aperation,

X Fiters L cicoi oz I

[ serdcelow-test-recen-3 Q

[ sesviceow-test-racon-4

[ Slack_s09_test1_19thapr Permission nams T Description Application Category
[ Slack_a0%ssue_15%thapt
[ slack_s0%ssue_plus_19th

[] Slack13thmayDefectTes GROUP_MAME_tmiBa ZScaler_dema_Z2dthJune

Provides access to the application with basic aut harization ZScaler_dema_Zdthlune Jefault

[ zendesk-custom-agp-9
Zeam

[ zoam_zsthtab

[ Zeom_s09_TMay_2

[ zoam_7thMay Sqevice Admir 28caler demo. 2dthiums

[] Zeamias ; .

[ Zoom13thMay409Testl Items perpage 25 1-5 01 5 items of 1 page

[ Zeam21stiune

[ Zscaler Private Actecs

[ Zscaler #rivate Access22nd...

Z5caler_demo_ZdthJune

Figure 36. App role management

4. Click any of the groups and click Manage membership.

App role management Service Admin x

s Permissing Genam| et

Sareice Armin

T Description [ Catagary
cotlenwi basicantheetation  ZSescdemo_dnlme  Detam
Permission membershis
- )

- m

Figure 37. Manage groups
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5. Click Assign new users.

Service Admin

ASSIgn new users

Ak ang remoee uear NS 2CTGES WoUT e s on

Figure 38. Assign new users

6. Search by the user name, select the user, and click Add User.

Add new users

List of mew users that can be added to the permission. H you cannot find a uzer, click 2dd nev uzer

seccteausers {RD

B user Enabiled Date created Lt lagin

Figure 39. Add user

7. Monitor the group permission by going to the Governance > Operation results tab.

Governance

compaigns  Operation resuhs  Acount syn:

Time Application nama. Oparaticn Account ussmams Startus LLast upcitad +
€S Z5ciler demo_24thdune Group pemistion added calirusar01Bpersistent com Succes nin anes

Figure 40. Operations results tab
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Check that the User is Added to the Zscaler Group from Zscaler
1. Return to the Zscaler application and search the user name (zscaleruser01).

2. Ensure that the user has been added to the Groups column.

User Management

Users Groups Departments
© sgdusar K Downicad @ import [ Sampla Impart CSV fils User 10 ar Hams ~ 28 5 x Q
LT User ID or Name: @ User Display Name Groups Department Comments H
1 zscaleruserd M@persistent.cam Userll Service Acmin s

Figure 41. User groups

Remove User from the Zscaler Group Through Permissions

When a user is revoked from a Zscaler group, the user is also deprovisioned from the Zscaler application:

1. Login to IBM Security Verify as a tenant admin.
2. From the admin console, go to App Role Management > Permissions.

3. Filter your created Zscaler application and check the Zscaler groups.

= 1BM Security Verily

App role management

Relas Fermissions

TSt of paniiasion 1hat Are hreaigh? 60 1 target applcations AeF The A0EEURT synehanization apesation

[ serviceMow-test-recan-3

Slack_209_test]_19tApr bR T Description Application Catagary

O stacs_s0sssue_191hapr

[ plic - Def

[ Stacs_snsissie,_plus_15h...

[ slackaztnteay DataciTast GROUP MAME. tmji4 § N |
J2HON e L

up

[ 2oom_#thiay g Adn i

[ zoomaz23

[ Zooma3thHayacsTestl Memsperpage 25 ¥ 1-Sof 5 fems of 1page

[ zoom21stIune
[ zscaler Private access

Figure 42. Zscaler groups
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4. Click any of the group and click Manage membership.

App role management Service Admin *

General setup

Alist ef guanmissionn hal g bre

® Fillers

Z5caler_demo_2athune
Parmissicn nama 1t Duscrigtion Apgplication Catagary

Parsismien memiantip

[ 2oom_z6thien Hiss ol a5
[ zaam_409_7anstay_2

Figure 43. Manage membership

5. Hover over the user whose permission you want to remove and click the Delete icon.

Service Admin

Pomission summan

Usar Assmignmant type. Asaignad by Licat madified

ancalerumerdlgperaisimt com Diect ek 21 Jun 00T ORI

Figure 44. Revoke user

6. Confirm by clicking Revoke user.

Revoke user from role

You are about to revoke "zscaleruser01@persistent.com” user's access from the permission.
This action cannot be undone.

Revoke user

Figure 45. Confirm revoke user
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7. Monitor the group permission by going to Governance > Operation results.

Governance

npaigns Opeeation results  Acooun myne

Trpe Appiication ramn Oporatian Accoent ussrrams Statun
L~ = ma_Z4thdun G ol < oL 1o S
[ = Tacaler_cam_t4sdme Deprovis an accauns sscaleruser il Eperistent com Swecess

Figure 46. Review group permissions removed

E If your Zscaler application deprovision action is set to Delete, then the user is deleted.

Check that the User is Removed from the Zscaler Group
1. Return to the ZIA Admin Portal and search by the User ID or Name.
2. Verify that no groups are listed in the Groups column.

User Management

Users. Groups Departments
O addise Ebowncad @ imeort [ Ssmple impars S5V ik Lser 1D or Hame v zscswuser) = 0
e Lar 1D o Mama (@) Usie Disglay Mama Craups Dapartmant Commants H
1 zzzakruserdi@persistent com Userdl - £

Figure 47. Groups column
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Provision a New User and Assign to a Zscaler Group Through Permissions

You can also provision a new from to Zscaler through App Role management.

1. Login to IBM Security Verify as a tenant admin.
2. From the admin console, go to App Role Management > Permissions.

3. Filter your created Zscaler application and check the Zscaler groups.

App role management

Roles Permissions
A list of parmiasion that ans hranight from 15 target applications afer the account synchoni
Permission name T Description Applicaticn Catagory
Basic access Provides access to the application with basic authonzation Z5caber_cermo_2athure Default
¥ M 4 L1 - oup
QKON e P
Z5cabes L

] Zooma3tnHayanaTestl [tems perpage 25 1-50f 5 Hems of 1 page
[ zeemz1sidune

[ zscaler Private deeess

[ 2szala
TSl

Aecess2Ine..

2athdune

Figure 48. Groups

4. Click any of the groups and click Manage membership.

Service Admin ES

Genaral seter

Sereice Armin

Z5caler_der_24mdine
4+ Description Application Catagary

Permission membershi

o

i~ m

Figure 49. Manage group membership
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5. Click Assign new user.

manag:

Service Admin

Permission summany

TScaler_dems_zathiune

Usars S

AssSign new users

Ackd ang roe=cwe v Al ments 3CTG T pam s on

Figure 50. Assign new user

6. Click the add new user link. This navigates to the Users & Groups.

Add new users

Uit of o hak a1 ik e s,y canc i uns ik e
Figure 51. Add new users

7. Add a new user. To learn more, see New User Provisioning to Zscaler.

8. After the user is created, follow the same steps under Add the User to the Zscaler Group through Roles section.

You can monitor the group permission.

1. From the admin console, go to Governance > Operation results.

Governance
Costifizanion campaigns  Opeemtion resules  Account sym
= rim
f23
Type Application rame Operation Ascount usarmame Status
L~ Zocaler_ge ree_Tthdane e p parmission added ascaleruserlLpersisten.co e
[ =] Tscaler_gemo_T4thdme Prowision account zscaleruserDl Epesisten oo Success

Figure 52. Operations results

2. Provision the user account before adding the group permission when you create a new user.

3. Assign the new user to a group through App Role Management.

©2022 Zscaler, Inc. All rights reserved.
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Check that the User is Added to the Zscaler Group from Zscaler
1. Return to the ZIA Admin Portal and search by the User ID or Name.

2. Ensure that the user is added to the Zscaler group in the Groups column.

User Management

Users Groups Dapartmants

© rduser & Downked @ lrwort [ Saemple o S5V Wi i or Hame Y —"

e, Laar 1D ¢ Hama (@ Liser Disgilay bama Groups Capartmant Commants

Service Admin - - #

1 zscakeruserdi@persisien. com Userdl

Figure 53. Groups column

Add the User to the Zscaler Group through Roles
You can assign Zscaler groups to the user accounts for the Zscaler application that are enabled with account lifecycle
management.

1. Login to IBM Security Verify as a tenant admin.

2. From the admin console, go to App Role Management > Roles.

3. Click Create role.

App role management

i reis, prrmisaiong, or both, Application relik mesig 1angel peirrvisions to 1Ry i acsounti for th Spplications that ar eabh

Figure 54. App role management

4. Add the following details:
Role name: Enter Zscaler Role.
Description: (Optional) Add a meaningful description.

Select application: Select the Zscaler application.
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5. Click Next.

Create role General setup

® General setup

G yotar rarky b niamne, doseiption, and selaet an application

Pscaler_Roke

Z5calar_chmme 2] T

Figure 55. General setup

6. Go to the Permissions tab, select the group, and click Next.

Create role Role compaosition

Select the pemussens of redes or both That are used 1o create a robe.
® Aole compasition

Aoles Permissions

setecsed pomisson: (D

Q.
B Permission name T Dwscription Category Rights
0 Fronidhis 22653 10 1hi apglieation with Basie authesization Dedandy
O IF_NAME {8 [
O ozxon G
O K G
|’ Sere - G .
bempepage 25 > 1-GofGiems 11 g

Figure 56. Role composition
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7. Click Next.

Create role Preview

Fere's 2 previts of the hisrarciny that s formed by the velected permissions and robes.

Rule nam o Zsealor_Rule

Descript ion

Application name  caler_dema_24thIune

Rl hierarchy
w Zscaler_Role (1)

Survicn Admin

Intarm

Figure 57. Role preview

8. Click Create Role.

Q. Search for the Role Name.

App role management

e, £ botk, Application reli assign e perission:

Figure 58. Role name search

5,10 the wser accasnts dor 1he AppEeaians that are ceablod with
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10. In order to Manage membership, click the created Role and follow the same steps as mentioned in the Assign User
to the Zscaler Group Through Permissions section or Provision a New User and Assign to a Zscaler Group Through

Permissions.
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ZPA Configuration

IBM Security Verify provides support for single sign-on (SSO), multifactor authentication (MFA), adaptive access, and
account lifecycle management for several applications out of the box. This document provides instructions for configuring
IBM Security Verify with ZPA as an application leveraging these capabilities.

Before you begin

Make sure to have a ZPA account with administrator access.

Zscaler Configuration

To allow Single Sign-on and user provisioning for the ZPA application:

1. Login as an admin user to your ZPA Admin Portal account.

> =zscaler

Admin ID

Password

[ ) single Sign-On Using IdP

u Remember Me Two Factor Authentication
Language
English v

Figure 59. ZPA log in
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2. Go to Administration > IdP Configuration.

{{;‘ Applications Users Health App Connectors Security
Zscaler Private Access &1 Hour ~ 5]
Recent Applications Accessed @
Dashboard
Analytics 0 T
Authentication »
Resource Management » Discovered Applications @
Policy > 0
Configuration & Control » @
Client Connector 2
Account » Access Policy Blocks @
Tools 3 0
Successful Transactions &

7 Charts Se®

(* Logout

Figure 60. IdP configuration

Click Add IdP Configuration.
Enter a Name
Select User for Single Sign-on.

Select User SP Certificate Rotation from the available list.

N oo oo AW

Select the domains from the available list.

Add IdP Configuration X

o IdP Information 9 SP Metadata 9 Create |dP

Name

Verify User S50

Single Sign-On
‘ Admin

User 5P Certificate Rotation

ZPA Admin 550 SP cert - Commercial Prod - 1

Domains

X nfribm.com

Cancel

Figure 61. Add IdP Configuration
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8. Click Next. The SP Metadata tab is displayed.

9. Download Service Provider Metadata and Service Provider Certificate.

10.The Service Provider URL is displayed. Copy this URL (which is inserted in the Assertion Consumer Service URL text
field of the ZPA application configuration in IBM Security Verify).

11. The Service Provider Entity ID is displayed. Copy this ID (which is inserted in the Provider ID text field of ZPA
application configuration in IBM Security Verify).

Add IdP Configuration b 4

@ 'dP Information © sSP Metadata © CreateldpP

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR USER 550
Service Provider Certificate

& Download Certificate

Service Provider Metadata

& Download Metadata

Service Provider Entity ID
https:/fsamisp.private.zscaler.com/auth/metadata/1441
31012882858133 @

Service Provider URL
Isp.private.zscaler.com/auth/144131012882

Figure 62. Add IdP Configuration

12. Click Next. The Create IdP section is displayed.

13. Open a new browser to gather some details.

IBM Security Verify Zscaler Application Configuration
1. Inthe new browser, login to IBM Security Verify as tenant admin.
2. From the admin console, go to the Applications page.

3. Click Add application.

Applications

Total applications Enabled SAML cine Azoaunt itpcyele en Baa
74 74 67 0 74 7
Type Mame T Enabied Aooount lifecycle

Figure 63. Applications page
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4. On the Select Application Type dialog, enter Zscaler Private Access into the search box.
5. Select the ZPA application when it displays and then click Add application.

6. On the Add Application page, provide Zscaler Private Access asthe Company name.

Add application
Zscaler Private Access
<

Zscaler Private Access

[ ]
Beneral Sigr-o Accaur fecycls

Sattings B crabled Summary
Show on lawnchpad %-Force Detaids

-Free D

Vi in ¥-Faren Exchangs
Description

A cloud service ¢ that provides seam |ess, 2ero Irust ACCEss to private n

applications runi thin the data center Security | IT Infcamation

Comparry name" Do ’
Zscaler Private Actess Acloud service from Zecaler that pravides seambess, 2o
1o trust acoess to privabe apolications. rurning on public

Theme choud or within the data certer
dafauly
Yar.com/producisizscaler-privaies acess

Application owners

Ma apglicatian cwner

Figure 64. Add Application dialog
7. Click the Sign-on tab.

8. Follow the instructions displayed in right-side pane.

Add application
Zscaler Private Access
<

Zocaler reate Accons
-
General Sagn-on Account Lifeeyele
ey " FRT—
Provider 1B° ; ; S -,
hitpe: fisamisp private, zecalon.comiasthimatadatnas 1041 3100 200 2856132 & ey 10 | ity

Assertion consumer sarvics URL (HTTP-POSTI N
higps fsamisp privete. zscaler.com/euth/L 241 31012002 05 819X =s0

Signature cpticns

Figure 65. ZPA Add application
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9. Update the Assertion Consumer Service URL text field with the Service Provider URL copied from Zscaler.
10. Update the Provider ID text field with the Service Provider Entity ID copied from Zscaler.

11. In the Instructions pane, go to the SAML CONFIGURATION section and download the IdP Metadata file.
12. Save the application configuration in IBM Security Verify.

13. Return to the ZPA Admin Portal and upload the downloaded IdP Metadata in the IdP Certificate section of the Edit
IdP Configuration window.

Edit IdP Configuration b 4

-

IdP Metadata File

B metadata.xml Remove

IdP Certificate

Upload the Certificate File... Select File

----- BEGIN CERTIFICATE----- =
MIIDPJCCAiag AWIBAgIERZVSYTANBgkghkiGOw0OBAQSFADBhMQKkwBWY DVQQGEWAXCTAHBgNVBAGTADE
MACGATUEBXMAMQkwBwWYDVQQKEWAXCTAHBgNVBASTADEOMCYGATUEAXMIY 2InLXRIbmFudClIdTAXYSS
272X JpZnkuaWIitLmNvbTAeFwOyMDAIMjcxMjAIMThaFwlzMDA3MjUxM]AIMThaMGExCTAHBgNVEBAY TAD
EJMACGATUECBMAMQkwBwWYDVQQHEwWAXCTAHEgNVEBACTADE JIMACGATUECxMAM SgwlgYDVQQDExSja

Single Sign-0n URL

https://cig-tenant-eu01a.verify.ibm.com/samlfspsfsaml20ip/saml20/login

IdP Entity ID

https://cig-tenant-eu0la.verify.ibm.com/saml/sps/sami20ip/saml20

Figure 66. Edit IdP Configuration

14. Set Status as Enabled.
15. Set SAML Attributes for Policy as Enabled.

16. Save the configuration.
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Enable SCIM Configuration for Zscaler
1. Login as an admin user to your ZPA Admin Portal (continue to use an existing session if not logged out).
2. From the admin console, go to Administration > IdP Configuration.

3. Edit the IdP configuration created earlier.
IdP Canfiguration SAML Attributes Sattings Q s )

M Status 1P Entity 1D Sirgba Sigr-On Actins

» Acmin ]

B ZPA Usor 550 L
Figure 67. IdP Configuration

In the Edit IdP Configuration window, select Enabled for SCIM Sync.
Copy the SCIM Service Provider Endpoint.
Click Generate New Token to create a bearer token and copy it.

Click Save.

N oo oo A

SCIM CONFIGURATION

SCIM Sync SCIM Attributes for Policy

@ Enabled Disabled ‘ Enabled

SCIM Service Provider Endpoint

https://sciml.private.zscaler.com/scim/1/144131012882858133/v2 [

Bearer Token

This client secret will not display again. Copy it to your clipboard before exiting.

KtpBnLF-daH-W3id6JPAATOL3tMuAWDOV 38uS. SRRt (©

Generate New Token

Figure 68. SCIM configuration
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Enable Lifecycle for Zscaler Application

1. Login to IBM Security Verify as tenant admin (continue to use the existing session if not logged out).
From the admin console, go to Applications page.
Select the Zscaler Private Access application.

Go to the Account lifecycle tab.

GIE NN

Enable the Provision accounts and Deprovision accounts. ZPA allows Suspend account or Delete account (with a
Grace Period) as a Deprovision action.

Add application
6 Zscaler Private Access

Zscaler Private Access

General Sign-on Account lifecycle

Policies
Set the policies for provisioning and deprovisioning accounts,

Provision accounts

(® Enabled @
(O Disabled ®

Deprovision accounts @ Enabled ®

(O Disabled ®
Grace period (days)
30 =
Deprovision action
Delete account hd

Figure 69. Add application

6. Scroll down to the APl Authentication section.

7. In the SCIM base URL field, enter the SCIM Service Provider Endpoint URL copied from Zscaler.
8. In the Bearer token, enter the token copied from Zscaler.

Q. Click Test connection to confirm the settings.

API authentication
APT authentication information about the application.

SCIM base URL https://scim.private.zscaler.com/scim/1/144131012882858133

Provide the SCIM URL of your application.

Hearer token*
SRS ISEINIINI NIRRT RRRES e @

lest connection

Test your connection betore you continue.

Bearer token that is reguired for APL calls,

w

The connection test was successful.

Figure 70. APl authentication

©2022 Zscaler, Inc. All rights reserved. 44



ZSCALER AND IBM VERIFY SSO DEPLOYMENT GUIDE |

10. Confirm that connection successful message is shown. If not, verify that the SCIM Base URL and Bearer Token are

entered correctly.

11. Scroll down to the API Attribute Mappings section and set the following:

preferred_username = userName
given_name = name.givenName
family_name = name.familyName

email = Email

Leave the other mappings as-is.

Attribute mapping

Map the attributes that are used to provision accounts in the target application,

Verify attribute Transformation
Choose from existing attributes Transform the value
preferred_username X v None
given_name Hoow None
family_name oo None
email x v None

Figure 71. Attribute mapping

12. Click Save.

Target attribute

Attribute name in the target app

userName

name.givenName

name.familyName

Email

Keep updated
O m
O w
d i
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Define Entitlements for Application

Define the entitlement for users and groups to get access to this application.
When you save the application, the Entitlements tab is displayed.

1. On the Entitlements tab, make sure to choose Select users and groups, and the assign individual accesses.
2. Click Add.

Applications [ Details

Zscaler Private A
(9 scale ate Access

Zscaler Private Access

General Sign-on Account lifecycle Entitlemants

Access Type

) Autematic acotss for all users and groups

( Approval required for all users and groups

® Select users and groups, and assign individual accesses
Approvers - select a1 least ane

User's manager
ge

] application owner

Q. Search name

Name 1 Date Assigned Automatic Access

R zPA User Group &/16/2021 @

Figure 72. Application details

3. On the Select User/Group dialog, search for, select, and add ZPA User Group (this group must have been already
created by admin).

4. Click OK to close the dialog.

Select User/Group

Q. zZPA
Matching Items (1) Selected Items (1)
2;_31 ZPA User Group g,‘% ZPA User Group
Add
Remove

Add new user

Cancel

Figure 73. Select User/Group

5. Click Save to save application changes.
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Zscaler Provisioning Use Cases

After ZPA is successfully configured, the tenant admin can provision user accounts.

E IBM Security Verify does not support account synchronization with ZPA.

New User Provisioning to Zscaler

Create a new user in IBM Security Verify and make sure they can log in.

Create New User

1. Login to the IBM Security Verify tenant as an administrative user.

2. Go to Users & groups.

3. Click Add user.

4. Create a user. You can create any user you like (as long as it doesn't clash with existing ones). For example:
Identity Source: Select Cloud Directory.
User name: zpauser01
Given name: User(1
Surname: ZPA

Email: Enter a valid email address

Add user

Identity source*

Cloud Directary &

status
@ o
Basic user profile

Given name

LserDl

Middle name {optional}

Surname

ZFR

User name

zpauserdl

Fxtermal TR {epticnal)

Figure 74. Add user
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5. Click Save to create the user.

Users & groups

Usars Settings

O user Enablad Linked idantitins Bt crated Last login 4

@ Jun 16, 2021

Ltems per page 50 1-1 of 1 item

Figure 75. Users & groups
The new user is created and listed in the Users table.

Test that the New User Can Login

The new user gets the initial password via email. Go to your email client of the newly created user and look for a
confirmation email.

Admin Prod EU01a admin@prod-eulla.com via iam.ibm.com
to me =

IBM Security Verify

Your account was created.

Your temporary password is: kMD~7$¢cS
After you log in, you must change your password.

Click the link to log in: https: /= < ify. ibm.com/ui

Figure 76. Confirmation email

1. Open a new browser session, copy the link from the email and log in with the username and password from the
email.

2. When prompted, enter a New password, Confirm password, and click Change Password.
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3. Validate that user is able to access the IBM Security Verify launchpad.

THM Sect Appcenter My reguests

My apps

Q, What app are you looking for?

Mo applications are available

You do not have any apps configured at this time.

Figure 77. My apps

Provisioning Use Case

You have entitled the Zscaler User Group with Automatic access for the ZPA application. In order to provision a
new Zscaler account for a newly created user, make the new user a member of the ZPA User Group. This triggers the

automatic provisioning for the ZPA account.
Add the User to Group
Return to the IBM Security Verify admin console as the admin user.

1. Access the Users & groups section and click the Groups tab.

2. Hover over the ZPA User Group and click the Edit icon.

Users & groups

Ugers Groups Saettings

=

[0 reme T Datecroated Date modified

O  zeauser Group Jum 16, 2021 Jun 16, 2021

ltemsperpage 50 ¥  1-1ofliem

Figure 78. Users & groups

3. Click Add beside Group Members.
4. Search for the name of the new user that is listed in the Search results.
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5. Choose the listed user and click Select. This moves the user to Selected users & groups.

Select users & groups

Q zpa X

Search results (1)

o User01 ZPA
M

Add new user

Selected users & groups (1)

o User01 ZPA
M zpauser@xyz.com

: zpauser0l@cloudIdentityRealm
Select

Remaove

Figure 79. Select users & groups

6. Click Done, then Save on the Edit Group dialog.

Return to the Users tab, hover over your new user, and click the User Details icon on the right side.

8. Confirm the new user is in the ZPA User Group.

Users & groups

User01 ZPA

Profile MFA settings Activity

User information

Status Enzbled

Expiration date -

Basic user profile

Full name UserDl ZPA

Given name Userdl

Middle name -

Surname ZPA

UserID 6170004157

User name rpauserdl

Realm cloudIdentityRealm
External ID -

Preferred language -

Email verified on -

Figure 80. Users & groups

[

Security settings
Password last changed on June 16, 2021

Reset password

Groups (1)
ZPA User Group =

Linked identities (0}
Mo linked identites
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Check that the User is Provisioned to ZPA
Adding the user to the ZPA User Group automatically triggers Zscaler user provisioning by IBM Security Verify.

1. From the admin console, go to Governance > Operation results tab.

Governance

= Filters

Type Application Name Operation Aeeount Username Eatus Last Updated &
L=} Tacaler Private Access Provision account Tpauseril Suctes:

Figure 81. Governance

2. Also validate the new user provisioning by logging in the ZPA Admin Portal. Go to Authentication > User
Authentication > SCIM Users.

o SCIM Attributes  SCIM Users  SCIM Groups  SCIM Sync Logs
Zscaler Private Access
SCIM ENABLED IDENTITY PROVIDERS SCIM USER NAME IDP SCIM USER ID SCIM GROUP NAME
None - u Mone -
Dashboard
TIME RANGE INTERNAL USER ID
Analytics
Mar 19, 2023 IST - Sep 19, 20 -
can Update
Authentication v
User Authentication >
Last Updated Internal User ID SCIM User Name IdP SCIM User ID

Device authentication >

No Items Found
Resource Management »

Policy »

Configuration & Control »

Client Connector (o

Account 3

Tools >

Figure 82. SCIM Users in the ZPA Admin Portal

3. Look for newly provisioned user.

CIM 2 SCIM Users
L € ovl M i USER L ROUP
IR User 550 i
ME RAN
Doc 18, 2020 I5T - A 16, 2021 15T m
Last Updated (2} It el Liser 0 SN e Hame WP SO Ly 1
un 1t 203, ¥i:d8 5T} 200U @ pre— Hane

Figure 83. SCIM Users tab

4. Validate the user details such as:
The new user is listed in ZPA and the user name is correct.

Other user attributes are created per attribute mapping rules.
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Check that the New User Can Access Zscaler via SSO

For service provider-initiated SSO, use the Zscaler Client Connector.

E ZPA does not support identity provider-initiated SSO.

Deprovisioning Use Case

Test deprovisioning the user from ZPA.

Remove User from ZPA User Group
1. Return to the IBM Security Verify admin console as a user.
2. Go to Users & groups and click the Groups tab.
3. Edit the ZPA User Group.
4

. Select the newly added user and click Remove.

Edit group

N 3
ame ZPA User Group
Description
~
Date created Jun 16, 2021
Date modified Jun 16, 2021

Group members

Q, Search for users or groups by name

0o User01 ZPA
M zpauser@xyz.com
zpauser0l@cloudIdentityRealm

[] send the end-user an email notification regarding this change.

Note: Natification applies when the group's user membership is modified. Notification is not sent to nested
group members.

Save

Figure 84. Edit group
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5. Click Save.

6. As before, check the details of the user in the Users tab. Ensure no groups are listed in Groups section.

Ui & s
UserDl ZPA
Frofile MFA SEtings Activity
User information & Security settings
Password last changed on June 16, 2021
Stata Enahlicl
Rosot pa ward
Exsiivatio datn -

Basic user profile Groups {0}
Mo grougs
Full name Userid 2P
Giwen name User(l
Linked |dcntities [0)
Middla namea Ma limiked igeatites
Surname 2PA
User T S1T000A75]
User name zmauserll
Realm clowdldentityHealm
Extarnal 10

Presferred langude -

Ermail verified o -

Figure 85. Users & groups

7. Monitor the user deprovisioning task by going to Governance > Operation results.

Governance
Operation results
2= Filars
Tupa Application Name Operation hecount Ussrname: Seahus Last Updabed 4
- caler Privaty Acoes g ision aceunt awaordl Sutcess e

Figure 86. Governance

Check that the User is Removed from ZPA
1. Return to ZPA Admin Portal and search for the SCIM User Name.

2. Check that no users are listed.

SCIM Users

Intermal User 1D SCIM Usar Name 18P SCIM User ID

No/Rems Found

Figure 87. SCIM Users tab

©2022 Zscaler, Inc. All rights reserved. 53



ZSCALER AND IBM VERIFY SSO DEPLOYMENT GUIDE |

Appendix A: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler Support is available 24/7/365.

To contact Zscaler Support, go to Administration > Settings > and then click Company Profile.

Figure 88. Collecting details to open support case with Zscaler TAC

£+ Settings
My Profile

Alerts
Print All Policies

& Authentication
Authentication Settings
User Management
Identity Proxy Settings

£ Resources

Locations

VPN Credentials
Hosted PAC Files

eZ Agent Configurations

SecureAgent Notifications

Save Company ID
Copy the Company ID.

Nanolog Streaming Service
Advanced Settings

Virtual ZENS

ICAP Settings

Partner Integrations

I
Administrator Management
Role Management
Audit Logs
Backup & Restore

URL Categories
Bandwidth Classes
Time Intervals

End User Notifications

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

Analytics
| zscalerthree.net-1008708

& Name

Policy =

-Labs - Test Account

.o* Domains
'+

Administration

Figure 89. Company ID
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Enter Support Section

Now that you have your company ID, you can open a support ticket. Go to to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote ﬂ'ﬁ‘esisiance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zuu (&

ThreatLabz | Security Research (4

Proxy Test (4"
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 90. Submit the ticket
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